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Pinning Down ÒPrivacyÓ in Statistical Databases
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Large collections of personal information
¥ census data
¥ medical/public health data
¥ social networks
¥ recommendation systems
¥ trace data: search records, etc
¥ intrusion-detection systems

Recently:
¥ larger data sets
¥ more types of data

Rigorous Foundations

¥ How can we deÞne these precisely?
¥ Variations on model studied in

! Statistics (Òstatistical disclosure controlÓ)
! Data mining (Òprivacy-preserving data miningÓ *)

¥ No coherent theory and many failures
¥ This project:  rigorous foundations

¥ new attacks (ÒcryptanalysisÓ for privacy)
¥ precise deÞnitions
¥ provably private algorithms

¥ Users have external information sources
! CanÕt assume we know the sources

¥ Anonymization schemes regularly broken, e.g.

! AOL Search Data [NewYorkTimes]

! Netßix via IMDB [NSÕ08]

! ÒComposition attacksÓ [GKSÕ08]
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Utility: Users can extract ÒglobalÓ properties
Privacy: Individual information stays hidden

An example of how 
reasoning  about 
information privacy is possible

Challenge: External Information 

¥ Example: two hospitals serve overlapping populations
! What if they independently release ÒanonymizedÓ statistics?

¥ Composition attack: Combine independent releases 
! Litmus test for proposed schemes

! popular anonymization schemes 
leak lots of information

! Example: Òk-anonymityÓ [Sweeney]: 

! IPUMS census data set. 
70,000 people, 
randomly split into 2 groups 
with overlap 5,000. 
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New attacks: ÒCompositionÓ Attacks [GKSÕ08]

Conßicting Goals:
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Figure1: Severity of the intersection attack - perfect breach (a) Adult database (b) IPUMSdatabase.
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Figure2: Severity of the intersection attack - partial breach (a) Adult database (b) IPUMS database.

anonymities. Thesituation only getsworse(drops get larger) when
presumed anonymities are used.

3.4 ! -diversity and t-closeness
We now consider the ! -diversity and t-closeness extensions to

the original k-anonymity deÞnition. The goal is to again quantify
the severity of the intersection attack. We achieve this by measur-
ing the extent to which a partial breach occurs with varying levels
of adversary conÞdence levels. Figure 5 plots the percentage of
vulnerable population for whom the intersection attack leads to a
partial breach for the IPUMS database. Here, we anonymize both
thesubsetsof thedatabasewith thesamedeÞnition of privacy. Fig-
ure5(a) plots theresult for the ! -diversity using thesame! for both
the subsets (! 1 = ! 2) and with k = 10. Figure 5(b) plots the same
for t-closeness. Even though these extended deÞnitions seem to
perform better than the original k-anonymity deÞnition, they still
lead to considerable breach in case of an intersection attack. This
result is fairly intuitive in the case of ! -diversity. Consider the def-
inition of ! -diversity: the sensitive value set corresponding to each
partition should be ÒwellÓ(! ) diverse. However, there is no guar-
antee that the intersection of two well diverse sets leads to a well
diverse set. t -closeness fares similarly. Also, both these deÞni-
tions tend to force larger partition sizes, thus resulting in heavy
information loss. Figure 6 plots the average partition sizes of the
individuals corresponding to the overlapping population. It com-
pares the partition sizes observed for k-anonymity, ! -diversity, and

t-closeness. For k = 10 and l = 5, the average partition size was
close to 450 while a combination of k = 10 and t = 0.4 yield
partitions of average size close to 1300. We also observed similar
results for the Adult database (omitted due to space constraints).
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Figure 6: Average partition sizes for ! -diversity and t-closeness for the
IPUMS database.

4. DIFFERENTIAL PRIVACY

With popular technique 
(k-anonymity, k=30) 
for each database, 
can learn ÒsensitiveÓ variable for 
40% of individuals

New deÞnition: Differential Privacy [DMNS Ô06]
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¥ Think of data x as Þxed, server A as randomized algorithm

¥ Requirement:
! Changes to one personÕs data not noticeable by users

¥ Some Consequences:
! No matter what attacker knows ahead of time, she learns the 

same thing about me whether or not my data is present

! Composition:  Running two ! -diffe.p. algorithms is 2! -diffe.p. 

! ÒPrivacyÓ is a speciÞc type of robustness

! What computational tasks can we perform privately/robustly?

DeÞnition : Inputs x, xÕ are neighbors if they differ by one point

DeÞnition :  A is ! -differentially private if, 
for all neighbors x, xÕ, 
for all subsets S of outputs

Pr(A(x) ! S) " e! áPr(A(x!) ! S)

Neighboring databases 
induce close  distributions 
on outputs

¥ For more information: http://www.cse.psu.edu/~asmith

¥ Sponsored by NSF awards TF-0729171, CAREER-0747294

New algorithms
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Work in progress
¥ Lower bounds via reconstruction attacks

! Imply impossibility of accurate information release 

¥ Private analysis of social networks
! Requires novel robust algorithms for graph statistics

¥ Complex statistical analyses & machine learning
! Logistic and linear regression, ÒM-estimatorsÓ, ...

¥ Techniques
! Output perturbation 

[BDMNÕ05,DMNSÕ06,NRSÕ07,...]
! Synthetic data generation 

[BLRÕ08]
! Sampling weight towards 

accurate answers 
[MT07,KLNRSÕ08]

¥ Applications
! Classical statistics
! PAC learning
! Regression problems
! Auction design
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Example: Output perturbation [DMNSÕ06,NRSÕ07,SÕ08]

Server/agencyIndividuals
x1
x2

xn

... A
ÒTell me f (x) Ó

f (x)  + noise User

¥ Idea: rather than ÒanonymizingÓ raw 
data, release analysis results

¥ May be non-interactive

¥ May be repeated many times (composition)

¥ Intuition:  f (x) can be released accurately when f  is insensitive 

! ! to individual entries

¥ Global Sensitivity: 

x1, x2, . . . , xn

GSf = max
neig hbors x,x !

! f (x) " f (x!)! 1

Theorem: If A(x) = f(x) + Lap
!

GSf

!

"
, then A is ! -di! erentiallyprivate.

Theorem: For any well-behaved 

parametric family, one can construct a 
private efÞcient (= ÒminimumÓ error) 
estimator A
! A(X) converges max. likelihood estimator 

For example,if we areestimatinga single(one-dimensional)parameter, andwe usethe meanas
ouraggregationfunction,then

T! (x) def=

!
1
k

k"

i =1

ö!
#
x(i " 1)t+1 , ..., xit

$
%

+ Lap
&

!
k"

'
(1)

where! is thediameterof theparameterÕs range,andLap(#) is a randomvariabledrawn accordingto
theLaplaciandistributionwith parameter(standarddeviation)#.
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Figure1: Sample-and-aggregate

For concreteness,weÞrstanalyzetheone-dimensionalestimatordescribedin (1).

Lemma 2.2([1, 2]). For anychoiceof thenumberof blocksk, theestimatorT! is "-indistinguishable.

Proof. Fix a particularvalueof x, andconsiderthe effect of changinga singleentry xi to obtaina
databasex# (for any particularindex i ). At most one of the numberszj canchange,dependingon
theblock which containsxi . Thenumberzj that changescango up or down by at most! , sincethe
parametertakesvaluesin [0, ! ]. Thismeansthatthemeang(z1, ..., zk) canchangeby atmost! /k .

TherandomvariablesT! (x) andT! (x#) arethusLaplacianrandomvariableswith identicalstandard
deviationsandmeansdifferingby atmost! /k . By thereasoningin [1], for any measurablesetS ! R
with non-zeromeasure,theratioPr(T! (x) " S)/ Pr(T! (x#) " S) is betweene" ! ande! . Thisis exactly
therequirementof differentialprivacy.

Theorem 2.3. If theMLE is asymptoticallynormalandefÞcient,and " = $( 1$
n ), thentheestimator

T! with ö! = ö! MLE is asymptoticallyunbiased,normalandefÞcient,i.e.

#
n áT! (X ) P$% N (! , I f (! )) if X = X 1, ..., X n & f (á, ! ) are i.i.d.

Proof. We will selectk asa functionof n and". For now, assumethat t = n
k goesto inÞnity with n.

Thenby Lemma1.1, eachZi = ö! MLE

#
X (i " 1)t+1 , ..., X it

$
is closeto normal,andsotheaverageof the

Zi Õsalsoconvergesto normal.SpeciÞcally:
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